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Abstract of the contribution: This paper provides updated to Solution #7 to include details on PIN communication via PEGC and 5GS
1 Discussion
This paper provides updates with detailed procedure for PIN Communication in Solution #7. 
This paper also provides updates to the PEGC registration procedure with the assumption that the PINE authentication is performed at application level by PEMC or a PIN AF and is not linked with the PEGC UE registration to 3GPP network. The below EN is also removed to go with the changed procedure.
Editor's note:	The details of PINE authentication/authorization is FFS.
The below EN is removed with a NOTE that the validity duration for individual PINE is handled at the application level by the PEMC or the PIN Application Server.
Editor's note:	It is FFS how the validity duration for individual PINE is handled.

2 Proposal
[bookmark: _Hlk513714389]It is proposed to update 23.700-88 as follows.


First Change
[bookmark: _Toc22214907][bookmark: _Toc23254040][bookmark: _Toc100925312][bookmark: _Toc100925682][bookmark: _Toc104235267][bookmark: _Toc104539617]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	1
5GC architecture enhancements to support PIN
	2
PIN and PIN Element discovery and selection
	3
Management of PIN and PIN Elements
	4
Communication of PIN
	5
Authorization for PIN
	6
Policy and parameters provisioning for PIN
	7
Identification of PIN and PIN Elements
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Next Change
[bookmark: _Toc97269610][bookmark: _Toc100925356][bookmark: _Toc100925726][bookmark: _Toc104235336][bookmark: _Toc104539688][bookmark: _Toc97269611]6.7	Solution #7: PIN Management and Communication by 5GS.
[bookmark: _Toc100925357][bookmark: _Toc100925727][bookmark: _Toc104235337][bookmark: _Toc104539689]6.7.1	Description
This solution mainly addresses Key Issue #3 "Management of PIN and PIN Elements", also partly addresses Key Issue #6 "Policy and parameters provisioning for PIN".
Once the PEMC/PEGC discovers other PINE with ProSe capabilities within the PIN, the next step is to Register the PIN with 5GS.
[bookmark: _Toc97269612][bookmark: _Toc100925358][bookmark: _Toc100925728][bookmark: _Toc104235338][bookmark: _Toc104539690]6.7.12	Procedures for PEGC UE registration



Figure 6.7.2-1: PIN PEGC UE Registration with 5GS
The PEGC UE registers with the 5GS, with the following changes to the Registration procedure defined in clause 4.2.2.2.2 of TS 23.502 [3]:
-	In the Registration message the PEGC indicates PIN Gateway capability and also provides the list of PINE (which may access 5GS system via PEGC and hence needs authentication/authorization by the 5GS).
-	For 3GPP PINE, authentication/authorization is done by 5GS with AUSF/UDM and for non-3GPP PINE using external/3rd party AAA server.
Editor's note:	The details of PINE authentication/authorization is FFS.
-	After successful authentication/authorization, AMF gets the PIN PEGC UE's subscription profile data from the UDM which may contain information about the maximum number of PINE/PEGW PIN allowed, PIN duration, allowed services etc.
-	If the subscription does not allow the UE to act as a PEGC the AMF may reject the registration with a new cause code. 
-	After successful registration (step 5a), based on the PIN subscription profile, AMF provides PIN group ID and may further provide duration allowed for the PIN and allowed list of PINE.
	In case of failure during PIN registration (step 5b), AMF rejects the registration with appropriate cause code (e.g. Maximum PINE/PEGW reached, PIN not allowed).
When a new PINE is added to the PIN or existing PINE is removed from the PIN and if those PINE may access 5GS via PEGC, where 5GS has its profile, PEGC triggers Registration procedure as indicated in Fig 6.7.2-1 to update the 5GS about the PINE.
NOTE 1:	PINE that does not access 5GS and only uses direct communication between other PINE within PIN does not need to be authenticated/authorized by the 5GS and will not be included in the list of PINE by the PEGC in the Registration request during the Registration procedure.
When there is change in PEGC in a PIN, the new PEGC triggers Registration procedure as explained in Fig 6.7.2-1 and AMF updates the PEGC for the PIN accordingly. Old PEGC may or may not be part of the list of PINE provided by the new PEGC. If the old PEGC continues to access 5GS but no longer is the PIN gateway, then it indicates the same with Registration update procedure (with type mobility registration update).
NOTE 2:	PINE may have individual 5GS subscription and when it registers with 5GS via PEGC of a PIN, the UDM updates the profile about the serving PIN group Id.
After the expiry of the PIN duration indicated to the PEGC by the AMF during the registration, AMF would may initiate Network triggered de-registration procedure towards PEGC, as defined in TS 23.502 [3], cl 4.2.2.3.3.
Editor's note:	It is FFS how the validity duration for individual PINE is handled.
NOTE 31:	PINE management within PIN is managed by the PEMC without involvement of 5GS.
NOTE 2:	The validity duration for individual PINE is handled at the application level by the PEMC or the PIN Application Server.

[bookmark: _Toc97269613][bookmark: _Toc100925359][bookmark: _Toc100925729][bookmark: _Toc104235339][bookmark: _Toc104539691]6.7.2	PIN communication via PEGC and 5GS
6.7.2.1	Description
The solution is based on the following assumptions:
-	The IP address allocation for the PINE connected to a PEGC is performed by the PEGC.
-	Only IPv6 addressing is used within a PIN for networking. IPv4 addressing is not used.
-	A PIN may have more than one PEGC UEs acting as gateway at the same time.
-	A PEGC UE may use multiple PDU sessions to support the communication requirements from various PINE that are connected to the PEGC.
-	An AF configures the PIN specific information required at 5GC level into the UDM/UDR.The information may be provided by the AF to the 5GC for routing policy management in the PEGC and/or for managing the QoS requirements for PIN communication. The information may include:
-	PIN Identifier
-	List of authorized PINE connected to the PIN, along with IPv6 address assigned to the PINE
-	List of PEGCs in the PIN along with their IPv6 address
-	URSP guidance information for determining the URSP rules for PEGC
-	QoS information with various PIN traffic flow descriptions
6.7.2.2	IPv6 Prefix allocation by PEGC using IPv6 prefix delegation via DHCPv6
PEGC uses the IPv6 Prefix Delegation via DHCPv6 as explained in clause 4.6.2.3 of TS 23.316 for acquiring a network prefix shorter than the default /64 prefix for a PDU Session. If IPv6 stateless autoconfiguration is used, the /64 default prefix used for IPv6 stateless autoconfiguration may be allocated from this network prefix; the remaining address space from the network prefix can be delegated to the PDU session using prefix delegation after the PDU Session establishment and IPv6 prefix allocation via IPv6 stateless address autoconfiguration as defined in TS 23.501 [2] clause 5.8.2.2.3. 
The PEGC maintains the address space provided by the SMF as an IPv6 address space pool available to the PDU Session for DHCPv6 IPv6 prefix requests from PINE. The total IPv6 address space available for the PDU Session may be aggregated into one IPv6 prefix that will represent all IPv6 addresses that the PEGC may use.
After a PINE has established connection with the PEGC, it uses Dynamic Host Control Protocol version 6 (DHCPv6) mechanism to acquire an IPv6 address from the PEGC. PEGC assigns an IPv6 address from the address pool available in the PEGC through the IPv6 Prefix Delegation process.
NOTE 1:	The feature for IPv6 Prefix Delegation via DHCPv6 as explained in clause 4.6.2.3 of TS 23.316 is currently only supported by 5G-RG. The same features will have to be extended to UEs acting as PEGC. 


Figure 6.7.2.2-1: IPv6 address allocation to PINE by PEGC using IPv6 Prefix Delegation via DHCPv6
Figure 6.7.3.2-1 above shows the procedure for IPv6 address allocation to a PINE by PEGC. When a single PEGC supports multiple PIN, at least 1 PDU session is established by the PEGC for each individual PIN.  Within a single PIN the PEGC may use different PDU session for different set of PINE(s). The process of IPv6 prefix delegation via DHCPv6 is performed for each PDU session that is used for supporting PINE communication.
1a.	When a PINE establishes a connection with the PEGC and requests relay, the PEGC UE establishes a PDU session based on the URSP rules provided by the network. The PEGC UE may also decide to re-use an existing PDU session based on the URSP rules evaluation. The SMF may allocate an IPv6 prefix to the PDU session during PDU Session establishment.
1b.	Optionally a single network prefix shorter than the default /64 prefix may be assigned to a PDU Session. The PEGC acts as a "Requesting Router" as described in IETF RFC 3633 [17] and inserts one or more IA_PD option(s) into a DHCPv6 Solicit message sent to the SMF via the user plane. The SMF acts as the DHCP server and fulfils the role of a "Delegating Router" according to IETF RFC 3633 [17]. The PEGC UE may optionally include the RAPID_COMMIT option in the DHCPv6 Solicit message to trigger two-message DHCPv6 procedure instead of the four-message DHCPv6 procedure. The SMF sends a DHCPv6 Reply message with one or more IA_PD prefix(es) for every IA_PD option that was received in the DHCPv6 Solicit message.
	If IPv6 stateless autoconfiguration is used, the /64 default prefix used for IPv6 stateless autoconfiguration may be allocated from this network prefix; the remaining address space from the network prefix may be delegated to the PDU session. The address space is maintained by the PEGC UE as an IPv6 address space pool available to the PDU Session for DHCPv6 IPv6 prefix requests from PINE.
PEGC UE needs to be configured such that it acts as the "Requesting Router" and request IPv6 prefix delegation. Subscription of the PEGC shall allow it to request IPv6 prefix delegation.
1c.	PEGC UE allocates IPv6 Prefixes to the PINEs. How the PEGC UE assigns IPv6 Prefixes to the PINE(s) is out-side the scope of 3GPP e.g. the PEGC may act as a DHCPv6 server or PEGC/PINE may use StateLess Address AutoConfiguration (SLAAC) for IPv6 prefix assignment to the PINE.
1d.	After the IPv6 address prefix allocated to a PINE, the PEGC UE updates the PIN Application server (or the PEMC) about the allocated IP address. This communication happens at the application layer over the user plane and outside the scope of 3GPP specification. The AF (or the PEMC acting as AF) may then use this information to provide QoS requirement for the PINE communication to the 5GC. The AF (or the PEMC acting as AF) may use the "Setting up an AF session with required QoS procedure" as defined in clause 4.15.6.6 of TS 23.502 and "AF session with required QoS update procedure" as defined in clause 4.15.6.6a of TS 23.502 to provide/update the requested QoS requirement to the 5GC.
2a – 2d	The PEGC may repeat the steps 1a through 1d for each PDU session established for PIN communication. The PEGC UE may decide to use an existing PDU session or establish a new PDU session for a PINE communication request based on the evaluation of the URSP rules provided to the PEGC UE by the network. When the PEGC UE decides to re-use an existing PDU session for a PINE communication request, the PEGC UE skips step 2a, 2b and may peform only step 2c, 2d.  An AF (or the PEMC acting as AF) may provide guidance for URSP generation following the procedure for "Application guidance for URSP determination" as defined in clause 4.15.6.10 of TS 23.502.
6.7.2.3	Communication between PINEs via 5GS


Figure 6.7.2.3-1: PINE communication via 5GS
Figure 6.7.2.3-1 depicts a typical PIN communication scenario.
When a PINE establishes a connection with the PEGC and requests relay, the PEGC assigns IPv6 Prefix to the PINE as described in clause 6.7.2.2. The PEGC UE may re-use an existing PDU session for the PINE communication or may establish a new PDU session. The PEGC UE may establish a PDU Session with type as IPv6 or IPv4/v6. When PDU session type IPv4/v6 is used, the PEGC may provide interworking between the PIN running on IPv6 and network running on IPv4.
PINE discovers other PINE and PEGC in the PIN as per solutions agreed for KI#2, PIN and PIN Element discovery and selection. Since the Ipv6 Prefix is assigned to the PINE(s) based on IPv6 Prefix Delegation via DHCPv6, the traffic can be routed as shown in Figure 6.7.2.3-1 e.g. PINE1 PEGC1  SMF1  DN  SMF2  PEGC2  PINE13.
The 5GS provides QoS support for flow within a PDU session of a PEGC UE. To ensure end to end QoS handling for communication between PINE(s) from PEGC1 and PINE(s) from PEGC2 it is assumed that a single AF is responsible for providing QoS requirement to the 5GS and the AF provides QoS requirements for individual service data flow for each PEGC UE. If there are 2 different AF managing PEGC1 and PEGC2, it is assumed that there exists some communication between the two AFs (outside the scope of 3GPP) so that QoS is ensured end to end.
6.7.2.4	PIN specific URSP guidance by AF
A new Traffic Descriptor component (Source descriptors) is added into the URSP. This TD component is used by the PEGC UE to match the PINE that is generating the traffic or the PIN from which the traffic is generated, so that the PEGC UE may route traffic generated from different PINE or PIN using different PDU sessions.
Table 6.7.2.4-1: New TD component in URSP
	Traffic descriptor
	This part defines the Traffic descriptor components for the URSP rule.

	Source descriptors
	This part defines the source application that is requesting the traffic. The source descriptor could include one or more of the below information:

- 	Identity of the PINE (e.g. MAC address, source IP address/port number, Bluetooth ID or any other unique identifier given to the PINE within the PIN).
- 	Identity of the PIN (e.g. an SSID of the access point supported by the UE acting as GW, or any other unique identifier assigned to the PIN)



The "Source descriptors" TD may contain one or more of the below information:
-	a unique identity of the devide that is using the UE as GW e.g. MAC address, source IP address/port, Bluetooth ID or any unique identifier given to the PINE within a PIN.
-	Identity of the PIN (e.g. an SSID of the access point supported by the UE that is acting as a GW, or any other unique identifier used to identify the PIN)
-	Any other information that uniquely identify a PIN or a PINE or a device that is using the UE as a GW or an application running on a PINE or a device behind the UE.
It is assumed that the H-PCF has the necessary information available to include the "Source descriptors" information in the traffic descriptor of the URSP rules for a PEGC UE. The information can be made available to the H-PCF via:
-	Provisioning in the UDR as part of UE policy or
-	An AF providing "Application guidance for URSP determination" to the PCF
UE that supports the new "Source descriptors" TD component shall indicate the same (e.g. in 5GMM capability indication) to the AMF during registration. The PCF may include "Source descriptors" in TD of the URSP rule based on the UE's policy subscription data, AF guidance for URSP determination and only when the UE supports the new capability.
6.7.3	Impacts on services, entities and interfaces
The solution has the following impacts:
	UE:
-	UE shall indicate the list of other PINE that are served by the UE (acting as PEGC) within PIN to the 5GS.
-	UE supports the new "source descriptor" TD component for URSP.
	UDM:
-	UDM supports PIN PEGC subscription profile.
-	Ability to update the individual subscription profile of an UE if it is part of a PIN.
	AMF:
-	AMF supports PIN management, new failure cause code to indicate to the UE over NAS based on different failure conditions.
	PCF:
-	PCF supports the new "source descriptor" TD component for URSP generation
END OF CHANGES
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